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Varianta 1: BitLocker — Sifrovani diskd

Tento ndvod slouzi pro zaSifrovani flash disku, externiho disku nebo
interniho disku v pocitaci. K zasifrovani je vyuzito heslo, které by mélo byt
dostatecné silné a soucCasné zapamatovatelné. Jako minimalni délku
hesla lIze povazovat 8 znaki skladajicich se z velkych a malych pismen,
Cislic a specialnich znakl (tecka, podtrzitko, pomlcka, apostrof,
ampersand a obdobné). Heslo by nemélo byt sloZzeno ze jmen a slov,
nebot takové je snadno prolomitelné slovnikovym utokem.

Kontrola operacniho systému

Pro zasifrovani disku je nutné mit v operacnim systému nainstalovan
program BitLocker, ktery je soucasti nasledujicich verzi operacnich
systémui:

e Windows Vista a Windows 7 ve verzich Ultimate a Enterprise
e Windows 8 a Windows 8.1 ve verzich Pro a Enterprise
e Windows 10 ve verzich Pro, Enterprise a Education

Ostatni verze operacnich systému mohou dovolit otevfit zasifrovany disk,
ale nemusi umoznit jeho vytvoreni.

Jestlize ve svém systému program BitLocker nemate, miliZete vyuzit
program VeraCrypt. Viz dalsi kapitoly.
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Zasifrovani disku

Pripojte disk k pocitaci a kliknéte na jeho ikonu pravym tlacitkem. A poté
zvolte moznost ,,Zapnout nastroj BitLocker”.

- = Nastroje jednotky  Tento poéitad
Paditac Zobrazeni Sprava
€= v 4 B Tentopoéitaé »
o Slod
> 3 Rychly piistup Slozky (7)
> ¢@ OneDrive 1 3D objekty

[ Tento pocitac

> il TajnaFleska (D)

> o St

. Obrazky
=

m Videa

v Zafizeni a jednotky (3)
Mistni disk (C:)
(1|
S .
My 744 GB volnych z 118 GB

Pocet poloZek: 10 Pocet vybranych poloZek: 1

Otevrit

Oteviit v novém okné

3 Pfipnout k Rychlému piistupu

apnout nastroj BitLocker

Spustit automatické prehravani...

V. Zkontrolovat na Vyskyt Vird
[A= Dokumenty Oteviit jako pfenosné zafizeni
‘j Zahrnout do knihovny
Pfipnout na Start
Plocha
Formatovat...
Vysunout
Vyjmout
Kopirovat
2 Vytvorit zastupce
é TajnaFleska (D: ) Prejmenovat
302GBvolnye]  Viastnosti

==

Vysoka skola polytechnicka Jihlava

Tolstého 16, 586 01 Jihlava | e-mail: vspj@vspj.cz | tel.: 567 141 111 | fax.: 567 300 727
IC: 71226401 | DIC: CZ71226401 | www.vspj.cz




Systém inicializuje jednotku.

%ﬁ Mastroj BitLocker Drive Encryption (D:)

Spusténi nastroje BitLocker

Pockejte prosim, a2 nastroj BitLocker jednotku inicializuje,
I

1. Béhem instalace nastroje BitLocker necdebirejte jednotku.

laké jsou pofadavky nastroje BitLocker na systém?
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Zvolte ochranu pomoci hesla a
zapamatovatelné heslo.

zadejte dostatecné silné a

%@ Mastroj BitLocker Drive Encryption (D:)

Zvolte, jak chcete odemknout tuto jednotku.

Odemknout jednotku pomoci hesla
Hesla by mela cbsahovat rala a velka pismena, Eislice, mezery a symboly.

Zadejte swé heslo, €|

[] Odemknout jednotku pomoci éipové karty

Je nutné vlozit Sipovou kartu, Pfi edemykani jednotky bude poZadowvan PIN kdd Cipove karty.

[ Dais | znsit
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V pripadé, zZe heslo zapomenete, je mozné data rozsifrovat pomoci
obnovovaciho klice. Ten si nyni mlzete vytisknout nebo ulozit.

< % Mastroj BitLocker Drive Encryption (D:)

Jak cheete zalohovat obnovovaci klic?

o Mékterd nastaveni jsou spravovana spraveem systému,

V piipadé, e zapomenete heslo nebo ztratite Cipovou kartu, lze pro pristup k jednotce pouzit cbnovovacr
kliE,

— Ulozit do souboru

—> Vytisknout obnovaci klic

Jak swii] obnovovaci kli€ najdu pozdéji?
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Soubor s obnovovacim klicem ulozte na misto, na kterém jej bude mozné
i za delsi cas nalézt, ale soucasné se k tomuto souboru nesmi dostat

neopravnéné osoby.

“& Ulozit obnovovaci kliE nastroje BitLocker jako x
+~ » Tento poéitaé » Dokumenty v & Prohledat: Dokumenty R
Uspofadat +  Novd slozka Bz~ @
Mazev - Daturn zmeény Typ Velikost
3 Rychly pfistup
& OneDrive Hledani necdpovidaji Zadné poloZky.
[ Tento pocitaé
8 TajnaFleska (D)
¥ sit
Mazev souboru: | Dbnovovaci_klic_TajneFlesky v|
Uloit jako typ: | Textové soubory (*.bxt) ~|
A Skrjt slozky Uit | Znsit |
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Pokracujte stiskem tlacitka ,,DalSi”.

« Qﬁ Mastroj BitLocker Drive Encryption (D:)

Jak cheete zalohovat obnovovaci klié?
o Obnovovaci kIig byl ulozen,

W pfipadé, Ze zapomenete heslo nebo ztratite Sipovou kartu, lze pro pistup k jednotce pouiit chnovovacr
kliE,

— Ulozit do souboru

— Vytisknout obnovaci klic

Jak swi] obnovovaci kli€ najdu pozdé&i?
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Jestlize se jedna o disk, ze kterého dosud nebyly tajné dokumenty
mazany, zvolte prvni moznost. Pokud se na disku jiz dfive nachazely tajné
soubory a nyni jsou smazany, zvolte druhou moznost, ktera je pomalejsi,
ale zajisti, ze smazané soubory jiz nikdo neobnovi.

< %? Mastroj BitLocker Drive Encryption (D:)

Zvolte cast jednotky, kterou cheete zaSifrovat.

Pokud nastavujete nastroj BitLocker na nové jednotce nebo v novém poditadi, stadi zasifrovat pouze tu

cast jednotky, kterad se aktudlné pouZiva, Mastroj BitLocker pak bude nova data automaticky Eifrovat pi
jejich pridavant,

Pokud poveolujete nastroj BitLocker v poditadi nebo na jednotce, kterd se jiZ pouiivd, zvaite moZnost

zatifrovat celou jednotku, Zadifrovanim celé jednotky zajistite, aby byla chranéna viechna data wéetné
cdstranénych dat, ktera mohou stale cbhsahovat chnovitelné informace,

@ atifrovat pouze vyuZité misto na disku (rychlejsi a vhodné pro nové poditace a jednothy)

() Zakifrovat celou jednotku (pomalejsi, ale lepsi pro jiZ pouZivané poditace a jednotky)
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V dalsim kroku zvolte rezim kompatibility, aby bylo mozno disk otevrit
i ve starSich verzich operacniho systému Windows.

< %@ Mastroj BitLocker Drive Encryption (D:)

Zvolte pozadovany rezim Sifrovani.

Windows 10 (verze 1511) zavadi novy refim Sifrovani disku (XT5-AES). Tento refim poskytuje dodateénou
pedporu pro integrity, ale neni kompatibilni se starfimi verzemi Windows,

Pekud jde o vyménitelnou jednotku, kterou budete chtit pougit ve starii verzi Windows, méli byste zvolit
rezim kompatibility,

Pokud jde o pevnou jednotku nebo pokud budete tuto jednotku pouZivat jenom v zafizenich minimalné s
Windows 10 (verze 1311} nebo novéjsim vydanim, méli byste zvolit novy rezim Sifrovani

() Mowy regim Sifrovani (nejlepsi pro pevné disky v tomto zafizeni)
@ efim kompatibility (nejlepsi pro disky, které se miZou pfemistovat mime toto zafizeni)

@ Lrugit
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Na zavér spustte sifrovani stisknutim tlacitka ,Zahdjit Sifrovani“.

« Qﬁ Mastroj BitLocker Drive Encryption (D:)

Jste pripraveni zaSifrovat tuto jednotku?

Tuto jednotku budete moci cdemknout pomoci hesla,
Sifrovani miiZe v zavislosti na velikosti jednothky chvili trvat,

Soubory budou chranény az po dekondéeni Eifrovani,

) o

Sifrovani maze trvat v zavislosti na mnozstvi dat a rychlosti uloZiité
i nékolik desitek minut.

Mastroj BitLocker Drive Encrypticn

f*@ Sifrovani...

Jednotka D: - dekendeno 1.2 %

Mastroj BitLocker Drive Encryption *
I
, ] fﬁ Sifrovani D: bylo dokonéeno.
. . = e i
1. Pred cdebranim jednotky pozastavte Sifrovani, jinak maize ‘ Zavit 1]
dojit k potkozeni soubori na dané jednotce ~e—
Spravovat nastroj Bitl ocker Spravovat nastroj Bitl ocker
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Varianta 2: VeraCrypt - pouziti Sifrovaného ulozisté
Program VeraCrypt umoznuje vytvorit Sifrovany soubor, jez se po
pripojeni chova jako bézny disk. Po odpojeni je mozno tento zasifrovany
soubor nakopirovat na externi disk nebo vypalit na CD. Pro rozsifrovani
souboru na jiném pocitaci je potreba znat heslo a mit nainstalovany
program VeraCrypt.

Stazeni programu VeraCrypt

Aktualni verzi programu naleznete na adrese:
https://www.veracrypt.fr/en/Downloads.html.

Na strance se nachazeji instalatory pro rGzné operacni systémy. Pro
systém Windows je v dobé psani tohoto navodu urcen soubor ,,Windows:
VeraCrypt Setup 1.22.exe (29.6 MB)“.

Home Source Code Dovwmloads Documentation Donate Forums

Note to publishers: If vou intend to host our files on vour server, please instead consider lin
help us prevent spreading of obsolete versions, which we believe is critical when security s
vou.

Supported versions of operating systems

PGP Public Kev: https-/wwwidrix fr VeraCryvpt VeraCrypt PGP_public kev.asc (TD=0x5-
Fingerprint=993BTDTESE413R809828F0F29EB559CT7C54DDD393)

Latest Stable Release - 1.22 (Friday March 30, 2018)

WPGP Signature)
exe (29 4 MB) (PGP Signature)

o Portable ve

. E " Mac 0S X- VeraCrypt_1.22 dmg (11.1 MB) (PGP Signature)
o OSXFUSE 2.5 or later must be installed.

. -{‘a-:-fonux: veracrypt-1.22-setup tar bz? (14.6 MB) (PGP Signature)
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https://www.veracrypt.fr/en/Downloads.html

Instalace programu VeraCrypt

Po staZeni spustte instalator a potvrdte spusténi s administratorskym

opravnénim. Odsouhlaste licencni podminky a pokracujte tlacitkem

,Next >“ Jestlize nemate administratorska opravnéni, pozadejte
o instalaci programu svého spravce.
= VeraCrypt Setup 1.22 — >

Please read the license terms

‘fou must accept these license terms before you can use, extract, or install VeraCrypt. ‘;f

IMPORTAMT: By checking the checkbox below, you accept these license terms and signify that you
understand and agree to them. Please didk the ‘arrow down' icon to see the rest of the license.,

VeraCrypt License

ANY KIMD. THE ALTHORS AND DISTRIBUTORS OF THE SOFTWARE DISCLAIM ANY LIABILITY.
SUCH ACTION(S), ACCEPTING AND AGREEING TO BE BOUMD BY ALL TERMS AND CONDITIONS OF

THE SOFTWARE, NOR ANY PART(S) THEREOF.

VeraCrypt is multidicensed under Apache License 2.0 and the TrueCrypt License version 3.0, a
verbatim copy of both licenses can be found below.,

pt the license terms

YeraCrypt Installer

Software distributed under this license is distributed on an "AS IS BASIS WITHOUT WARRANTIES OF
AMYOME WHO USES, COPIES, MODIFIES, OR. (RE)DISTRIBUTES ANY PART OF THE SOFTWARE IS, BY

THIS LICENSE, IF YOU DO NOT ACCEPT THEM, DO NOT USE, COPY, MODIFY, NOR. (REJDISTRIBUTE

Help
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Ill

Ponechte vybranou moznost ,Install” a stisknéte , Next >“.

<. VeraCrypt Setup 1.22 - =
Wizard Mode A4
Select one of the modes. If you are not sure which to select, use the default mode. v
(®) Install

Select this option if you want to install VeraCrypt on this system.

() Extract

If you select this option, all files wil be extracted from this package but nothing will be
installed on the system. Do not select it if you intend to encrypt the system partition or
system drive. Selecting this option can be useful, for example, if you want to run
VeraCrypt in so-called portable mode, VeraCrypt does not have to be installed on the
operating system under which itis run. After all files are extracted, you can directly run
the extracted file "VeraCrypt.exe' (then VeraCrypt will run in partable mode).

WeralCrypt Installer

Help < Back ‘. Cancel

Ponechte vychozi hodnoty a pokracujte na , Install”.

= VeraCrypt Setup 1.22 — >
Setup Options wWC
Here you can set various options to control the installation process, v

Please select or type the location where you want to install the VeraCrypt program files, If the
specified folder does not exist, it will be automatically created.

| C:\Program Files\WeraCrypt!, Browse. ..

Install for all users

Add VeraCrypt to Start menu

Add VeraCrypticon to desktop

Associate the .hc file extension with VeraCrypt
Create System Restore point

YeraCrypt Installer
Help
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Dokonceni instalace potvrdte tlacitkem ,,OK“.

WeraCrypt Setup 1.22

W
T

Installing

Flease wait while VeraCrypt is being installed.

Installing C:\Program Files\WeraCryptidocsihimlien\Wear-Leveling, himl
Instaling C:\Program FilesWWeraCryptidocsihimlien\Whirlpool . hitml
Installing C:\Program Files\WeraCryptidocs\WeraCrypt User Guide.chm

Adding reqistry entry
Adding registry entry
Adding reqistry entry
Adding registry entry
Adding reqistry entry
Installing VeraCrypt d
Starting VeraCryptd
Adding icon C:\Progr
Adding icon C:\Progr
Adding icon C:\Progr

Ime

VeraCrypt Setup

o VeraCrypt has been successfully installed.

Crypt.Ink
ECrvptExpander.l
Crypt Website.u

Adding icon C:\Progr nstall VeraCrypt.Ir
Adding icon C:\Wsers

Installation completed.

WeraCrypt Installer

Help < Back Mext = Cancel

Stisknéte tlacitko , Finish“.

= VeraCrypt Setup 1.22

VeraCrypt has been successfully installed

Please consider making a donation. You can dick Finish anytime to daose the installer.

Please consider making a donation.

Donate now...

VeralCrypt Installer

w( e Diee

Help
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V pripadé zajmu si muZete nechat zobrazit webovou stranku s tutoridlem
na ovladani programu. Neni to vsak nutné a muzete zvolit variantu ,Ne”.

% VeraCrypt Setup 1.22 — *
VeraCrypt has been successfully installed Wl
Please consider making a donation. You can dick Finish anytime to dose the installer. v
VeraCrypt Setup

If you have never used VeraCrypt befare, we recommend that
you read the chapter Beginner's Tutorial in the VeraCrypt User
Guide, Do you want to view the tutorial?

— ()
—d

WeraCrypt Installer

Help < Back Cancel

Nyni je instalace dokoncena.
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Vytvoreni Sifrovaného ulozisté

Po instalaci by se na plose méla nachazet ikonka progamu VeraCrypt.

Poklepejte na ni a spustte aplikaci.

o

VeraCrypt

Pro vytvoreni nového Sifrovaného ulozisté stisknéte tlacitko ,Create
Volume®“.

o VeraCrypt — >
I‘!'u-lumes Systern  Favorites  Tools  Settings  Help Homepage

Drive  Wolume Size  Encryption Algorithm Type 2

=) A
= B
L G
o H;
) I
=)k
=
=K
| M
L M
=eF o

‘- Create Volume Volume Properties. .. Wipe Cache

e —
Volume

v SelectFie... |
| « | -
Veratrt ] Never save history Volume Tocls... | | Select Device... |

Mount Auto-Mount Devices Dismount All Exit
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Zvolte moznost ,Create an encrypted file container” a pokracujte
tlacitkem , Next >“.

M VeraCrypt Volume Creation Wizard = X

VeraCrypt Volume Creation Wizard

reate an encrypted file container

Creates a virtual encrypted disk within a file. Recommended for
inexperienced users.

More information
() Encrypt a non-system partition/drive
Encrypts a non-system partition on any internal or external
drive (e.qg. a flash drive). Optionally, creates a hidden volume.
(O Encrypt the system partition or entire system drive

Encrypts the partition/drive where Windows is installed. Anyone
who wants to gain access and use the system, read and write
files, etc., will need to enter the correct password each time
before Windows boots, Optionally, creates a hidden system.

VeraCrypt

More information about system encryption

s ()| o

e sesedy
~
1
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Ponechte vychozi typ ,Standard VeraCrypt volume” a pokracujte
tlacitkem , Next >“.

M VeraCrypt Volume Creation Wizard = X

Volume Type

@tandard VeraCrypt volume

Select this option if you want to create a normal VeraCrypt
volume.

(O Hidden VeraCrypt volume

It may happen that you are forced by somebody to reveal the
password to an encrypted volume. There are many situations
where you cannot refuse to reveal the password (for example,
due to extortion). Using a so-called hidden volume allows you to
solve such situations without revealing the password to your
volume.

VeraCrypt

More information about hidden volumes
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Nyni zvolte umisténi a ndazev Sifrovaného souboru. Zvolte takové
umisténi, kde budete soubor snadno k nalezeni, ale nebudou k nému mit
pristup neopravnéné osoby. Poté pokracujte tlacitkem , Next >“.

% VeraCrypt Volume Creation Wizard == X
Volume Location
[ C:\Users\vspj\Documents\TajnaData v |
[CInever save history

A VeraCrypt volume can reside in a file {called VeraCrypt container),
which can reside on a hard disk, on a USB flash drive, etc. A
VeraCrypt container is just like any normal file (it can be, for
example, moved or deleted as any normal file). Click 'Select File' to
choose a filename for the container and to select the location where
you wish the container to be created.

WARNING: If you select an existing file, VeraCrypt will NOT encrypt
it; the file will be deleted and replaced with the newly created
VeraCrypt container. You will be able to encrypt existing files (later
on) by maving them to the VeraCrypt container that you are about
to create now,

VeraCrypt
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Ponechte vychozi nastaveni Sifrovaciho algoritmu a pokracujte tlacitkem
,Next >“.

M VeraCrypt Volume Creation Wizard = X

Encryption Options

Encryption Algorithm

AES v zest |

FIPS-approved cpher (Rijndael, published in 19398) that may be
used by U.S. government departments and agencies to protect
dassified information up to the Top Secret level. 256-bit key,
128-bit block, 14 rounds (AES-256). Mode of operation is XTS.

More information on AES lW
Hash Algorithm
Ve raCrypt 'SHA-512 v Information on hash algorithms

| Hep || <Back Next> ) | cancel
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V zavislosti na predpokladaném objemu ukladanych dat nastavte
maximalni kapacitu Sifrovaného ulozisté. V tomto navodu byla zvolena
kapacita 1GB.

% VeraCrypt Volume Creation Wizard == X

Volume Size

O 1os ow(@e) on

Free space on drive C:\ is 74.05 GB

Please spedify the size of the container you want to create.

If you create a dynamic (sparse-file) container, this parameter will
specify its maximum possible size.

Note that the minimum possible size of a FAT volume is 292 KB.
The minimum possible size of an exFAT volume is 424 KB. The
minimum possible size of an NTFS volume is 3792 KB, The minimum
possible size of an ReFS volume is 642 MB.

e G ) e

VeraCrypt
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Nyni zadejte heslo, kterym budou data chranéna. Heslo by mélo byt
dostatecné silné, aby nebylo snadné jej prolomit, ale soucasné
i zapamatovatelné, nebot jej budete muset psat po kaidém restartu
pocitace, kdyz budete chtit s ulozistém pracovat.

Za minimalni délku hesla lze povaZovat 8 znakl slozenych z velkych
a malych pismen, Cislic a specidlnich symbolti (jako: =, : & @ a podobné).
Heslo by nemélo byt zaloZeno na jménech ¢i slovech nebot takové heslo
je snadno prolomitelné slovnikovym utokem. Doporucena délka hesla je
20 znakli a maximalni 64 znakl. POZOR! V pfipadé zapomenuti hesla neni
mozné jiz data z Sifrovaného ulozisté otevrit.

% VeraCrypt Volume Creation Wizard = X

Volume Password

[[]pisplay password ol

[Juse PM

Itis very important that you choose a good password, You should
avoid choosing one that contains only a single word that can be found
in a dictionary {or a combination of 2, 3, or 4 such words). It should
not contain any names or dates of birth. It should not be easy to
guess. A good password is a random combination of upper and lower
case letters, numbers, and spedial characters, suchas @ *=$§* +
etc. We recommend choosing a password consisting of 20 or more
characters (the longer, the better). The maximum possible length is 64
characters,

D | [ ow (B ) o

VeraCrypt
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Nyni je nutno, pohybovat mysi po formulari, nez indikator délky
nahodnych hodnot zméni barvu na zelenou. Poté pokracujte tlaCitkem
,Format”.

% VeraCrypt Volume Creation Wizard == X

Volume Format
Options

——

Random Pool: —+%—++—244+,+.4.,—, 4., ++, 4424+ [ ]
}-ieaderKey: B O O T R T,
Master Key: A4k khkkhhh kA AR AR R KA Ak Ak &k ko hkdok

Abort

Done | Speed | Left|

IMPORTANT: Move your mouse as randomly as possible within this
window. The longer you move it, the better, This significantly
increases the cryptographic strength of the encryption keys. Then
dlick Format to create the volume,

= \\<§a«‘&J

VeraCrypt
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Dokonceni formatovani Sifrovaného ulozisté potvrdte tlacitkem ,,OK“.

VeraCrypt Volume Creation Wizard

Volume Format
Options

Filesystem FAT Cluster Default Dynamic

Random Pool: A—.—/, . K=, [/ +,+./——— K A% s []
Header Key: A3 A XX KAXXXRKXRAAANKERNKA NN KRN KA A
Master Key: AXAAKAKARK AR RAKAN RN A RN KRN KRR ANk

| ot

VeraCrypt Volume Creation Wizard

% | 255MBfs  Left| 0s

randomly as possible within this
better. This significantly
th of the encryption keys. Then

o The VeraCrypt volume has been successfully created.

gee=meg,, Use Movements

ﬁeip < l}_ad( Format Cancel

Nyni je Sifrované ulozisté vytvoreno a pruvodce muiZeme ukondcit
tlacitkem ,Exit“.

M VeraCrypt Volume Creation Wizard

Volume Created

The VeraCrypt volume has been created and is ready for use. If you

wish to create another VeraCrypt volume, dlick Next, Otherwise, dick
Exit,

VeraCrypt

S e EEd G
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Otevreni Sifrovaného ulozisté

Aby bylo mozné do Sifrovaného ulozisté ukladat data nebo je dist, je
potreba toto ulozisté tzv. , prfimontovat” na néjakou volnou diskovou
jednotku.

Pres tlacitko ,,Select file” vyberte soubor sifrovaného ulozisté.

e VeraCrypt — >
Velurmnes  Systemn Favorites  Tools  Settings  Help Homepage

Drive  Wolume Size  Encryption Algorithm Type A

=¥
=R
o 3
=Tt
[E=)E
] J2
| K2
=
o M;
L M
=) O v

| Create Volume Volume Properties. .. Wipe Cache

Volume

K |

Vet (A Never save history VoumeTools... | | SelectDevice...

Mount Auto-Mount Devices Dismount All Exit
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Nyni oznacte néjaké pismeno volné diskové jednotky, kterou chcete pro
ukladani pouzivat. V navodu bylo zvoleno pismeno ,M:“. Pokracujte

tlacitkem ,,Mount”.

“ VeraCrypt - X
Volurmes  Systern Favorites  Tools  Settings  Help Homepage

Drive  Wolume Size  Encryption Algorithm Type 2

=) A
o B
L G
=5k
) I
= J:
=Te

_

.g:‘ll:l: o

| Create Volume | Volume Properties. .. Wipe Cache

Volume

u | C:\Users'vspi\DocumentsiTajnabata v| | Select File. .. |
| Versn®t I Never save history Volume Todls... | | Select Device. .. |

'I|I' Auto-Mount Devices Dismaount Al Exit
I e —————————————— -

Nyni zadejte heslo, kterym jste ulozisté zasifrovali v dobé jeho vytvareni
a stisknéte tlacitko ,,OK“. Pro urychleni, v pripadé, ze zadate chybné
heslo, mizete namisto , Autodetection” zvolit spravny format Sifrovani.
V tomto navodu je to ,,HMAC-SHA-512",

Enter password for ChUsershwspj\Documents\ Tajnallata

i
:
| D (=0
|
:
:

PKCS-5PRF: | autodetection | ] TrueCrypt Mode Cancel

[Juse FIM

[ ]cache passwords and keyfiles in memory

[ pisplay password |
[JUse keyfies | Keyfles.. || MountOptans... |
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Pokud se rozSifrovani ulozisté podafrilo, vidite pod zvolenym pismenem
disku onen ,,namontovany” soubor. Muzete aplikaci ukoncit tlacitkem

,Exit”.

“ VeraCrypt - X

Volurmes  Systern Favorites  Tools  Settings  Help Homepage

Drive  Wolume Size  Encryption Algorithm Type 2

=) A
o B
L G
=5k
) I
= J:
=Te
=L

: C:\Usersvspj\Documents\TajnaData 1023 MB  AES Maormal

| Create Volume | | Volume Properties. .. Wipe Cache
Volume
w | C:\Usersvspi\Documents TajnaData
VeraCrypt [ I Never save history Yolume Toaols.
Dismount Auto-Mount Devices Dismount All
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V zavislosti na zvoleném pismenku je nyni v €asti ,, Tento pocitac” vidét
novy disk s timto pismenkem. V tomto navodu je to ,M:“. S timto diskem
je mozno nyni pracovat jako s kazdym jinym diskem. Lze na néj utajované
soubory ukladat ci je z néj kopirovat nebo rovnou otevirat.

| = Nastroje jednotky  Tento pocitaé - O X
Pocitac Zobrazeni Sprava - @
<« v 4 > Tento pocitac » v & | Prohledat: Tento pocitac pe)

i A
s Rychly pfistup m Hudba Obrézky
IE
‘& OneDrive =
3 Tento poéitac Plocha Stazené soubory

¥

o Sit

H Videa

v Zafizenf a jednotky (3)

Mistni disk (C:)
ool Jednotka DVD RW (F;
T E— seinotie DN RAIE)
Wy 74,3 GB volnych z 118 GB

*Mistni disk (M:)
By 0,99 GB volnych z 0,99 GB

Pocet polozek: 10 Pocet vybranych polozek: = &=
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Odpojeni Sifrovaného ulozisté

JestliZe je prace s ulozistém dokoncena nebo pokud chcete soubor
s ulozistém presunout treba na fleSku nebo vypalit na CD, je potreba
toto ulozisté nejprve ,odmontovat”.

Otevrete program VeraCrypt, oznacte pismeno s pripojenym ulozistém
a stisknéte na tlacitko ,,Dismount®.

o VeraCrypt — >
Velumes  Systern Favorites  Tools  Settings  Help Homepage

Drive  Wolume Size  Encryption Algorithm Type 2

=) A
= B
o D
L G
=5k
) I
= J:
=Te
=L

:  C:\Usersvspj\Documents\TajnaData 1023 MB  AES Maormal

| Create Volume | | Volume Properties. .. Wipe Cache
Volume
: C:\Userswspj\DocumentsTajnaData R | | celect File. .. |
< | —
i [ Mever save history Yolume Tools. .. | | Select Device. .. |

Auto-Mount Devices Dismount All Exit

FE \
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Varianta 3: VeraCrypt — Sifrovani diskd
Program VeraCrypt umoznuje také sifrovani celych diskli, obdobné jako

BitLocker. Na rozdil od programu BitLocker neni vytvoren zadny
obnovovaci klic, takze v pripadé zapomenuti hesla jiZz neni mozné se
k datiim dostat. Také po vlozeni zasifrovaného disku jej nejsou Windows
schopny otevrit a vybizeji k jeho naformatovani. POZOR! Disk nesmite
naformatovat, jinak ztratite vSechna data, ktera na ném jsou.

K otevreni takto Sifrovaného disku je nutno spustit VeraCrypt a disk
,hamontovat”.

Sifrovany disk musi byt formatovan na souborovy systém NTFS.

Stazeni a instalace

Tyto ukony jsou popsany v oddilech Stazeni programu VeraCrypt
a Instalace programu VeraCrypt.

Zasifrovani disku

Spustte program VeraCrypt pres ikonu na plose.

o

VeraCrypt
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Stisknéte tlacitko ,,Create volume®.

o VeraCrypt — >
I‘I_.l"olumes Systern Favorites Tools  Settings  Help Homepage

Drive  Volume Size  Encryption Algorithm Type 2

=Y
= B:
L 32
o H;
=E
= J:
=e
=K
o M
) N2
o O o

‘- Create Volume Volume Properties. .. Wipe Cache

Volume

v SelectFie.. |
| Y4 -
veratnt ] Never save history Volume Tocls... | | Select Device... |

] Maount Auto-Mount Devices Dismount All Exit
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Vyberte Sifrovani nesystémového oddilu a stisknéte ,,Next >“. Nasledné
potvrdte prepnuti do privilegovaného ,,admin“ rezimu.

M VeraCrypt Volume Creation Wizard = X

VeraCrypt Volume Creation Wizard

() Create an encrypted file container

Creates a virtual encrypted disk within a file. Recommended for
inexperienced users.

More information

@ncrypt a non-system partition/drive:

Encrypts a non-system partition on any internal or external
drive (e.qg. a flash drive). Optionally, creates a hidden volume.

(O Encrypt the system partition or entire system drive

Encrypts the partition/drive where Windows is installed. Anyone
= who wants to gain access and use the system, read and write

files, etc., will need to enter the correct password each time

before Windows boots, Optionally, creates a hidden system.

VeraCrypt
More information about system encryption

B e

Ponechte standardni oddil a pokracujte tlacitkem , Next >“.

M VeraCrypt Volume Creation Wizard = X

Volume Type

@ standard VeraCrypt volume

Select this option if you want to create a normal VeraCrypt
volume,

() Hidden VeraCrypt volume

It may happen that you are forced by somebody to reveal the
password to an encrypted volume. There are many situations
where you cannot refuse to reveal the password (for example,
due to extortion). Using a so-called hidden volume allows you to
solve such situations without revealing the password to your
volume.

VeraCrypt

More information about hidden volumes

- . . :
e Co D ol |
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Stisknéte ,,Select Device” pro vybér oddilu k zasifrovani.

M VeraCrypt Volume Creation Wizard = X

Volume Location

I =

[“INever save history

Encrypted device-hosted VeraCrypt volumes can be created within
partitions on hard disks, solid-state drives, USB memory sticks, and
on any other supported storage devices. Partitions can also be
encrypted in place.

In addition, encrypted device-hosted VeraCrypt volumes can be
created within devices that do not contain any partitions (including
hard disks and solid-state drives).

Note: A device that contains partitions can be entirely encrypted in
place (using a single key) only if itis the drive where Windows is
installed and from which it boots,

VeraCrypt

Nyni na zakladé pismenka disku vyberte, ktery oddil chcete Sifrovat.
V tomto navodu je to pismeno ,,G:“.

Femovable Disk 1:

\Device\Harddisk 1\Partition 1

[EH

7.2GB

Select a Partition or Device ot
Device Dirive Size  Label
Harddisk 0: 119 GE
\Device\Harddisk0\Partition 1 549 MB
\Device'\HarddiskO\Partition2 C: 118 GB

7.2GB TajnaFleska
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Pokracujte tlacitkem , Next >“.

% VeraCrypt Volume Creation Wizard

VeraCrypt

Volume Location

|V)evice\|-larddisk1\Partitjon1 v| | selectDevice,.. |

Encrypted device-hosted VeraCrypt volumes can be created within
partitions on hard disks, solid-state drives, USB memory sticks, and
on any other supported storage devices. Partitions can also be
encrypted in place.

In addition, encrypted device-hosted VeraCrypt volumes can be
created within devices that do not contain any partitions (induding
hard disks and solid-state drives).

Note: A device that contains partitions can be entirely encrypted in
place (using a single key) only if itis the drive where Windows is
installed and from which it boots.

 Hep || <Back g‘ Cancel

Ponechte Sifrovani stavajiciho oddilu a stisknéte , Next >“.

% VeraCrypt Volume Creation Wizard

VeraCrypt

Volume Creation Mode

(O Create encrypted volume and format it

This is the fastest way to create a partition-hosted or
device-hosted VeraCrypt volume (in-place encryption, which is
the other option, is slower because content of each sector has
to be first read, encrypted, and then written). Any data
currently stored on the selected partition/device will be lost {the
data will NOT be encrypted; it will be overwritten with random
data). If you want to encrypt existing data on a partition,
choose the other option.

pt partition in place

The entire selected partition and all data stored on it will be
encrypted in place. If the partition is empty, you should choose
the other option (the volume will be created much faster).

| Hep | | <Bak l Cancel
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Potvrdte upozornéni na to, Zze v pribéhu Sifrovani nesmite zafizeni
odpojit.

VeraCrypt Velume Creation Wizard

WARMNIMG: Please note that if power supply is suddenly

! interrupted while encrypting/decrypting existing data in
place, or when the operating system crashes dueto a
software error or hardware malfunction while VeraCrypt is
encrypting/decrypting existing data in place, portions of the
data will be corrupted or lost, Therefore, before you start
encrypting/decrypting, please make sure that you have
backup copies of the files you want to encrypt/decrypt.

Ponechte vychozi nastaveni Sifrovani a stisknéte ,,Next >*“.

Do you have such a backup?

% VeraCrypt Volume Creation Wizard = X

Encryption Options

Encryption Algorithm

ags vl et |

FIPS-approved cipher (Rijndael, published in 1998) that may be
used by U.S. government departments and agendes to protect
dassified information up to the Top Secret level, 256-bit key,
128-bit block, 14 rounds (AES-256). Mode of operation is XTS.

More information on AES | Benchmark ]
Hash Algorithm
VeraCrypt SHA-512 v | Information on hash algorithms

e | [ <ok Qo> D[ cone
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Nyni zadejte silné avSak zapamatovatelné heslo. To by se mélo skladat
z velkych a malych pismen, cislic a specialnich znak( (jako: @ = . + ).
POZOR! V pripadé zapomenuti hesla nebude mozné data obnovit.

% VeraCrypt Volume Creation Wizard = X

Volume Password

= / Keyfies...
[pisplay password
[Juse Pmm

Itis very important that you choose a good password. You should
avoid choosing one that contains only a single word that can be found
in a dictionary {or a combination of 2, 3, or 4 such words). It should
not contain any names or dates of birth. It should not be easy to
guess. A good password is a random combination of upper and lower
case letters, numbers, and spedal characters, suchas @ * =§* +
etc. We recommend choosing a password consisting of 20 or more
characters (the longer, the better). The maximum possible length is 64
characters,

VeraCrypt
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Nyni pohybujte mysi nad timto dialogovym oknem, nez ukazatel poctu
nahodnych pohybl zezelena. Poté stisknéte ,Next >“.

% VeraCrypt Volume Creation Wizard = X

Collecting Random Data

Current pool content (partial)

LRSS S R S SR S AR & S N S S A
R R TS T P S R & S S
TR () T re e o Ao o T o + v‘ NEEARr L

Y -/ . L -

-k X 3 '/
AL P Rt e N e A e i
T A e I R T

P St A o ol B o SR o B &SR & M SR SR

[Ipisplay pool content

IMPORTANT: Move your mouse as randomly as possible within this
window, The longer you move it, the better, This significantly
increases the cryptographic strength of the encryption keys. Then
dick Next to continue.

Randomness Collected From Mouse Movements
S

= = = PO

D | | <ok Cos D conce

VeraCrypt

Pokracujte tlacitkem , Next >“.

% VeraCrypt Volume Creation Wizard = X

Wipe Mode

Wipe mode: | None (fastest) v]

On some types of storage media, when data is overwritten with other
data, it may be possible to recover the overwritten data using
techniques such as magnetic force microscopy. This also applies to
data that are overwritten with their encrypted form (which happens
when VeraCrypt initially encrypts an unencrypted partition or drive),
According to some studies and governmental publications, recovery of
overwritten data can be prevented {(or made very difficult) by
overwriting the data with pseudorandom and certain non+andom data
a certain number of times. Therefore, if you believe that an adversary
might be able to use such technigues to recover the data you intend
to encrypt, you may want to select one of the wipe modes (existing
data will NOT be lost). Note that wiping will NOT be performed after
the partition/drive is encrypted. When the partition/drive is fully
encrypted, no unencrypted data is written to it. Any data being
written to itis first encrypted on the fly in memory and only then is
the {encrypted) data written to the disk.

VeraCrypt

e | [ <ok D] cone
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Sifrovani zahdjite tlacitkem , Encrypt”.

% VeraCrypt Volume Creation Wizard - X
Encryption
Options -
Wipe mode: | None (fastest) v
Pause
Done | Status | Left|

You can dick Pause or Defer anytime to interrupt the process of
encryption, exit this wizard, restart or shut down your computer, and
then resume the process, which will continue from the point it was
stopped. Note that the volume cannot be mounted until it has been
fully encrypted.

VeraCrypt

T | (= Dl |

Odsouhlaste upozornéni, ze data nebudou dostupna, dokud Sifrovani
nedobéhne.

VeraCrypt Velume Creation Wizard

WARNIMG: You will not be able to mount the volume ar access
! any files stored on it until it has been fully encrypted.

Are you sure you want to start encrypting the selected
partition “Device\Harddisk1\Partition1" [G: TajnaFleska’)?
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Nyni bude probihat Sifrovani oddilu. To mlze trvat i nékolik hodin,
v zavislosti na kapacité a rychlosti zaznamového média.

“ VeraCrypt Volume Creation Wizard = X

Encryption

Options
Wipe mode: | None (fastest)

E | Pause

Done| 14.911%  Status| Encrypting  Left| 46 minutes

You can dick Pause or Defer anytime to interrupt the process of
encryption, exit this wizard, restart or shut down your computer, and
then resume the process, which will continue from the point it was
stopped. Note that the volume cannot be mounted until it has been
fully encrypted.

VeraCrypt

f‘ Help 7: < Back Encrypt l, Defer ‘

Po dokonceni potvrdte upozornéni na nutnost ,,namontovani“ disku.

VeraCrypt Velume Creation Wizard >

IMPORTAMNT: TO MOUMNT THIS NEWLY CREATED VERACRYPT

! VOLUME AND TO ACCESS DATA STORED IM T, CLICK
‘Auto-Mount Devices' IN THE MAIN VERACEYPT WINDOW,
After you enter the correct password (and/or supply correct
keyfiles], the volume will be mounted to the drive letter you
select from the list in the main VeraCrypt window [and you
will be able to access the encrypted data via the selected drive
letter).

PLEASE REMEMEER OR WRITE DOWHM THE ABOVE STEPS. YOU
FAUST FOLLOW THEM WHENEVER YO WANT TO MOUNT THE
VOLUME AND ACCESS DATA STORED IM IT. Alternatively, in the
main VeraCrypt window, click "Select Device’, then select this
partition/volume, and click "Mount’

The partition/volume has been successfully encrypted (it

contains a fully encrypted YeraCrypt volume now) and is ready
for use,

e OK
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Potvrdte upozornéni, ze Windows nebudou moci otevrit takto Sifrovany
disk.

VeraCrypt Velume Creation Wizard *

IMPORTAMT: Please keep in mind that this volume can MOT be
! mountedsaccessed using the drive letter G:, which is currently
assigned to it!

To mount this volume, click "Auto-Mount Devices' in the main
VeraCrypt window (alternatively, in the main VeraCrypt
window, click ‘Select Device', then select this partition/device,
and click "Mount’). The volume will be mounted to a different
drive letter, which you select from the list in the main
VeraCrypt window.

The original drive letter G: should be used only in case you
need to remove encryption from the partition/device {e.g,, if
you no longer need encryption). In such a case, right-click the
drive letter G: in the "Computer’ [or "My Computer’] list and
select "Format’. Otherwise, the drive letter G: should never be
used [unless you remove it, as described e.q. in the VeraCrypt
FAC, and assign it to another partition/device].

AL

Po skonceni Sifrovani stisknéte tlacitko ,,Finish“.

% VeraCrypt Volume Creation Wizard = X

Volume Fully Encrypted

IMPORTANT: TO MOUNT THIS NEWLY CREATED VERACRYPT VOLUME
AND TO ACCESS DATA STORED IN IT, CLICK 'Auto-Mount Devices' IN
THE MAIN VERACRYPT WINDOW. After you enter the correct
password (and/or supply correct keyfiles), the volume will be mounted
to the drive letter you select from the list in the main VeraCrypt
window (and you will be able to access the encrypted data via the
selected drive letter).

PLEASE REMEMBER OR WRITE DOWN THE ABOVE STEPS. YOU MUST
FOLLOW THEM WHENEVER YOU WANT TO MOUNT THE VOLUME AND
ACCESS DATA STORED IN IT. Alternatively, in the main VeraCrypt
window, dick 'Select Device', then select this partition/volume, and
dlick 'Mount'.

The partition/volume has been successfully encrypted (it contains a
fully encrypted VeraCrypt volume now) and is ready for use,

VeraCrypt

Exit
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Otevreni zasifrovaného disku

Operacni systém Windows nerozpoznj, ze je disk zaSifrovan, povazuje
jej za necitelny a vyzyva k jeho naformatovani.

POZOR! Formatovanim disku smazete vSechna data, co se na ném
nachazeji.

PFipojte zasifrovany disk k pocitaci a spustte program VeraCrypt.

o

VeraCrypt

Stiskem tlacitka , Auto-Mount Devices” se program pokusi vyhledat
a rozSifrovat vSechny pripojené zasifrované disky.

o VeraCrypt - X
Velurnes  Systermn Favorites  Tools  Settings  Help Homepage

Drive  Volume Size  Encryption Algorithm Type 2

=) A
=
o H:
[=)E
=Nk
i K
=K
=M
=B
o O
=P v

| Create Volume Volume Properties... Wipe Cache

Volume

Vet M Never save history | Volumne Tools... | | Select Device... |

s (i ) ommers =
% Bt |
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Zadejte heslo, které bylo pouzito pro zasifrovani a dejte ,,OK“.

Enter VeraCrypt Volurne Password

PKCS-5 PRF: | Autodetection ~ | [] TrueCrypt Mode | Cancel |

[Juse PIM

[ ] cache passwords and keyfiles in memory

] pisplay password

[Juse keyfiles | Keyfiles... | | Mount Options. .. |

Pokud se povedlo pomoci zadaného hesla disk rozsifrovat, ,,namountuje”
se pod néjaké volné pismenko disku. V tomto navodu je to ,M:“. Poté je
mozné disk normalné vyuzivat.

e VeraCrypt — >
Molumes  Systemn Favorites  Tools  Settings  Help Homepage

Drive  Volume Size  Encryption Algorithm Type A

=%
=R
=t
[E=)E
] J2
| K2
=

v \Device'\Harddisk 1\Partition 1 7.2GB AES Mormal
o P

=ek
(=) P o

| Create Volume Volume Properties. .. | Wipe Cache

Volume

\C | v| | sdectfle.. |

Vet [T Mever save history Volume Tools... || SelectDevice... |

Dismount Auto-Mount Devices Dismount Al ‘ll@l'
- |
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